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How it is going

How it started



Kubernetes Architecture: extensible and pluggable

Node Network

K8s cluster

Device 
plugins
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Kubernetes Architecture: API + Semantics



Kubernetes Implementation: one of multiple

control
plane

pods pods

K8s cluster



Kubernetes Networking: end to end principle



Kubernetes networking: Nodes

Node Network

K8s cluster

apiVersion: v1
kind: Node
metadata:
  name: node1
spec:
  podCIDR: 10.0.0.0/24
…

 status:
    addresses:
    - address: 192.168.0.5
      type: InternalIP



NODE

… and its consequences

4. If ipam-controller is running 
the PodCIDR fields are 
populated

1. Kubelet register 
the node object

Kubernetes networking: Nodes apiVersion: v1
kind: Node
metadata:
  name: node1
spec:
  podCIDR: 10.0.0.0/24
…

 status:
    addresses:
    - address: 192.168.0.5
      type: InternalIP
    conditions:
    - address: 192.168.0.5
      type: InternalIP

2. Kubelet sets the status 
and conditions

3. If running with 
cloud-provider=external
the CCM sets the addresses 
and some conditions



Container
Runtime

Register

Update Status
Renew Lease

NetworkReady
RuntimeReady

Kubelet does not block on startup, it 
runs the apiserver and runtime checks 
periodically on independent goroutines 
and starts to process events. The 
Node is not declared Ready until all 
the checks are OK

HTTP/REST

GRPC/CRI-API

One of the runtime checks is 
“NetworkReady”, this is implemented 
on the container runtimes just as a 
check that a configuration file for the 
CNI exists

Node Initialization

Kubeletkube-apiserver



Kubernetes networking: Pods

Node Network

K8s cluster

Pod Network

apiVersion: v1
kind: Pod
metadata:
  name: app-http
  namespace: default
spec:
  containers:
  - name: app
    image: myapp:0.1
…
status:
  phase: Running
  podIP: 10.0.0.12



NODE

… and its consequences

1. Users creates a 
Pod

Kubernetes networking: Pods

3. Kubelet receives the 
Pod and uses CRI-API to 
communicate with the 
container runtime to 
create the Pod

2. Kube-scheduler watches 
Pods and Nodes and schedule 
the Pod into a specific Node

1. Users creates a 
Deployment and the 
CM creates the 
corresponding Pods

apiVersion: v1
kind: Pod
metadata:
  name: app-http
  namespace: default
spec:
  containers:
  - name: app
    image: myapp:0.1
…
status:
  phase: Running
  podIP: 10.0.0.12



Kubelet

Container
Runtime

Pod

Pod
RunPodSandbox

PodSandboxStatus

sandboxID, err

PodSandboxStatusResponse, err

PodSandboxStatusResponse.Network
- Ip
- AdditionalIPs

Pod.Status.PodIPs
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CRI API: Kubelet - Container Runtime
REST API: Kubelet - 
Kube-apiserver

Network
Setup

CreateContainer

RunPodSandboxRequest.PodSandboxConfig
- DNSConfig
- PortMapping
- Hostname

Kubernetes networking: CRI



Service Network

Kubernetes networking: Services

Node Network

K8s cluster

Pod Network

kubernetes.default



apiVersion: v1

kind: Service

metadata:

  name: service

spec:

  clusterIP: 10.96.0.1

  clusterIPs:

  - 10.96.0.1

  internalTrafficPolicy: Cluster

  ipFamilies:

  - IPv4

  ipFamilyPolicy: SingleStack

  ports:

  - name: https

    port: 443

    protocol: TCP

    targetPort: 6443

  type: ClusterIP

apiVersion: apps/v1

kind: Deployment

metadata:

  name: server-deployment

  labels:

    app: MyApp

spec:

  replicas: 2

  selector:

    matchLabels:

      app: MyApp

  template:

    metadata:

      labels:

        app: MyApp

    spec:

      terminationGracePeriodSeconds: 30

      containers:

      - name: agnhost

        image: 

k8s.gcr.io/e2e-test-images/agnhost:2.39

        args:

          - netexec

          - --http-port=80

Kubernetes Services: ClusterIP

clusterIP:Port



apiVersion: v1

kind: Service

metadata:

  name: service

spec:

  clusterIP: 10.96.0.1

  clusterIPs:

  - 10.96.0.1

  internalTrafficPolicy: Cluster

  ipFamilies:

  - IPv4

  ipFamilyPolicy: SingleStack

  ports:

  - name: https

    port: 443

    protocol: TCP

    targetPort: 6443

    nodePort: 31023

  type: NodePort

apiVersion: apps/v1

kind: Deployment

metadata:

  name: server-deployment

  labels:

    app: MyApp

spec:

  replicas: 2

  selector:

    matchLabels:

      app: MyApp

  template:

    metadata:

      labels:

        app: MyApp

    spec:

      terminationGracePeriodSeconds: 30

      containers:

      - name: agnhost

        image: 

k8s.gcr.io/e2e-test-images/agnhost:2.39

        args:

          - netexec

          - --http-port=80

Kubernetes Services: NodePort

NodeIP:NodePort



apiVersion: v1

kind: Service

metadata:

  name: service

spec:

  clusterIP: 10.96.0.1

  clusterIPs:

  - 10.96.0.1

  internalTrafficPolicy: Cluster

  ipFamilies:

  - IPv4

  ipFamilyPolicy: SingleStack

  ports:

  - name: https

    port: 443

    protocol: TCP

    targetPort: 6443

  type: LoadBalancer

status:

  loadBalancer:

    ingress:

- ip: 202.34.23.12

apiVersion: apps/v1

kind: Deployment

metadata:

  name: server-deployment

  labels:

    app: MyApp

spec:

  replicas: 2

  selector:

    matchLabels:

      app: MyApp

  template:

    metadata:

      labels:

        app: MyApp

    spec:

      terminationGracePeriodSeconds: 30

      containers:

      - name: agnhost

        image: 

k8s.gcr.io/e2e-test-images/agnhost:2.39

        args:

          - netexec

          - --http-port=80

Kubernetes Services: Load Balancer

LoadBalancerIP:Port



apiVersion: v1

kind: Service

metadata:

  name: headless

spec:

  clusterIP: None

  clusterIPs:

  - None

  internalTrafficPolicy: Cluster

  ipFamilies:

  - IPv4

  ipFamilyPolicy: SingleStack

  ports:

  - name: https

    port: 443

    protocol: TCP

    targetPort: 6443

  type: ClusterIP

apiVersion: apps/v1

kind: Deployment

metadata:

  name: server-deployment

  labels:

    app: MyApp

spec:

  replicas: 2

  selector:

    matchLabels:

      app: MyApp

  template:

    metadata:

      labels:

        app: MyApp

    spec:

      terminationGracePeriodSeconds: 30

      containers:

      - name: agnhost

        image: 

k8s.gcr.io/e2e-test-images/agnhost:2.39

        args:

          - netexec

          - --http-port=80

Kubernetes Services: Headless
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NODE

… and its consequences

3. EP/EPS 
controllers watch 
pod updates.

4. If the Service selector 
matches the Pod an EP/EPS  is 
generated

5. Kube-proxy 
watches Services 
and 
EndpointSlices 
and installs the 
corresponding 
rules on the host

1. Kubelet creates 
the Pod

Kubernetes Services
apiVersion: v1
kind: Service
metadata:
  name: lb-app
  namespace: default
spec:
  clusterIP: 10.96.0.13
  selector:
    app: MyApp
  type: ClusterIP
  ports:
  - name: port8080
    port: 8080
    protocol: TCP
    targetPort: 8080

2. Kubelet updates 
the Pod object with 
the status and IPs



Pod

EndpointSlice

Pod 
Terminated

DeletePod

Grace Period

  conditions:
    ready: true
    serving: true
    terminating: false

  conditions:
    ready: false
    serving: true
    terminating: true

   <Pod Removed>

Pod 
Unready
(probes fail)

  conditions:
    ready: false
    serving: false
    terminating: true



zone a-1 zone a-2 zone a-3

Load 
Balancer

Health CheckHealth Check



zone a-1 zone a-2 zone a-3

Load 
Balancer

Health CheckHealth Check
Health Check starts 
failing to indicate 
the Load Balancer 
to not send more 
traffic to this node

Pods is Terminating, 
is is able to handle 
connections during 
the grace period The  Service keeps 

forwarding traffic 
since is the only Pod 
in the node despite 
is Terminating



zone a-1 zone a-2 zone a-3

Load 
Balancer

Health CheckHealth CheckHealth Check starts 
to pass once the 
new pod is running 
and ready

New Pod replaces 
the previous one 
with a new version



myapp

my-secon
d-app

apiVersion: v1

kind: Ingress

metadata:

  name: minimal-ingress

spec:

  ingressClassName: nginx-example

  rules:

  - http:

      paths:

      - path: /foo

        pathType: Prefix

        backend:

          service:

            name: myapp

            port:

              number: 80

      - path: /bar

        pathType: Prefix

        backend:

          service:

            name: my-second-app

            port:

              number: 80

GET /foo

GET /bar

myapp

my-secon
d-app

Kubernetes Ingress == L7 Load Balancer



Gateway API aims to standardize the space



worker node worker nodecontrolplane node

etcd cluster

grpc

aggregated 
apiserver webhook

kubernetes.default.svc

exec, 
attach, ...

storageaggregator admission
proxy

resources

External 
Load balancer



What is next


