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e Nicolas PERU - @benzonico

o Java developer@SonarSource
o Developerin language team

o Geneva Jug enthusiast
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Sonar Java Plugin

e Back Story
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Cha"enge

Get the IanQUage.
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Lexical Analysis

class A {
int b;
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Syntactic Analysis

A {-

punctuators
=

|dentifiers

Keywords
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Syntax Tree

1+2+3

BinaryExpressionTree
ExpressionTree leftOperand();
SyntaxToken operatorToken();

ExpressionTree rightOperand() ;
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Semantic Analysis
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Your turn now : Custom rules!

‘SEMANTIC|EVERYWHERE
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Beyond Semantic: Symbolic Execution
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Beyond Semantic: Symbolic Execution

Object myObject = Object();

(a) { myObject = null; }

(ta){ }
{
myObject.toString();

}

N
sonarsourca



Beyond Semantic: Symbolic Execution

Object myObiject = Object(); ( fsme e
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Beyond Semantic: Symbolic Execution

Program State#0
myQObject != null

(a) { myObject = null; }

Program State#1
myQObject != null
a = false
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Beyond Semantic: Symbolic Execution

Program State#0
myQObject != null

Program State#2
myObject = null
a = true

(a) { myObject = null; }
Program State#1
myQObject != null

a = false
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Beyond Semantic: Symbolic Execution

Program State#1 Program State#2
myObject != null myObiject = null
a = false a = true

(ta){ }
{
myObject.toString();

}
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Beyond Semantic: Symbolic Execution

('a){ }
{
myObject.toString();

}
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Beyond Semantic: Symbolic Execution

Program State#1
myQObject != null
a = false

\

Program State#3

(ta){ }
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Beyond Semantic: Symbolic Execution

Program State#1
myQObject != null
a = false

Program State#3 X

myObject.toString();
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Beyond Semantic: Symbolic Execution

Program State#1 Program State#2
myObject != null myObject = null
a = false a = true

(ta){ }
{
myObject.toString();

}
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Beyond Semantic: Symbolic Execution

Program State#2
myObject = null
a = true

(ta){ }
{
myObject.toString();

}
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Beyond Semantic: Symbolic Execution

Program State#2
myObiject = null
a = true

(o) K

N
sonarsourca



Beyond Semantic: Symbolic Execution

Program State#2
myObiject = null
a = true

\

Program State#4
myObject = null
a = true

{
myObject.toString();
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Beyond Semantic: Symbolic Execution

Program State#2
myObiject = null
a = true

E

{
myObiject.toString(); // NPE
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Symbolic Execution challenges

e Complex conditions

(@+1<(b*10-39))({
(b>a/10+4){..}// Always true
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Symbolic Execution challenges

e Complex conditions

(@+1<(b*10-39))({
(b>a/10+4){..}// Always true
}

e Explosion of states

N
sonarsourc@



Entity to = stanza.getTo();
boolean isServerInfoRequest = false;
boolean isComponentInfoRequest = false;

Entity serverEntity = serverRuntimeContext.getServerEnitity();

if {to == null || to.equals(serverEntity)) {
isServerInfoRequest = true; // this can only be meant to query the server
1} else if (serverRuntimeContext.getComponentStanzaProcessor(to) != null) {
isComponentInfoRequest = true; // this 1is a query to a component
1 else if (!to.isNodeSet()) {
isServerInfoRequest = serverEntity.equals(to);
if (!'isServerInfoRequest) {
Change this condition so that it does not always evaluate to "true" 2 years ago v L100 %
% Bug @ Major O Open Notassigned 15min effort cwe, misra

From apache vysper
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https://sonarcloud.io/project/issues?id=org.apache.vysper%3Avysper-parent&issues=AVJ9P2Bzm66gr6MLNW_j&open=AVJ9P2Bzm66gr6MLNW_j
https://sonarcloud.io/project/issues?id=org.apache.vysper%3Avysper-parent&issues=AVJ9P2Bzm66gr6MLNW_j&open=AVJ9P2Bzm66gr6MLNW_j

What's next ?

Taint Analysis for vulnerabilities
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