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Why write device drivers?

~ear of eternal damnation
Pursult of destiny
_ust for power




Driver Heaven & Hell



'n "Driver Heaven"

- Spec 1S 20 pages
- Driver 15 500 lines
- Lots of drivers on Github




In "Driver

hell™

- Spec Is 1k pages and secret

~eature creep, bina

Driver 1S 50KLOC + 500KLOC deps
Nobody understands but vendors

'y bloDbs...



Road to hell:

Jse HW without public docs

Jse ¢

rivers you don't understand

Depe

nd on vendors for everything



Road to heaven:

- Insist on hardware docs
- Read and understand

- Write drivers together

- Engage vendors

- Seek out kindred spirits




F

Terminal - lugano-1:luke:~

File Edit View Terminal Tabs Help
lugano-1:luke:~ ¢  lugano-4:luke:~ € Untitled
Transmissions (last 1 sec):
apps report:
07:00.0 GPTC (Good TX packets) 14,880,844 GPRC (Good RX packets) 14,880,848
03:00.0 GPTC (Good TX packets) 14,880,560 GPRC (Good RX packets) 14,880,560
09:00.1 GPTC (Good TX packets) 14,880,849 GPRC (Good RX packets) 14,880,849
09:00.0 GPTC (Good TX packets) 14,880,832 GPRC (Good RX packets) 14,880,831
05:00.1 GPTC (Good TX packets) 14,880,602 GPRC (Good RX packets) 14,880,603
05:00.0 GPTC (Good TX packets) 14,880,604 GPRC (Good RX packets) 14,880,604
03:00.1 GPTC (Good TX packets) 14,880,543 GPRC (Good RX packets) 14,880,531
01:00.0 GPTC (Good TX packets) 14,880,495 GPRC (Good RX packets) 14,880,496
07:00.1 GPTC (Good TX packets) 14,880,832 GPRC (Good RX packets) 14,880,833
01:00.1 GPTC (Good TX packets) 14,880,515 GPRC (Good RX packets) 14,880,513
Transmissions (last 1 sec):
apps report:
88:00.0 GPTC (Good TX packets) 14,880,880 GPRC (Good RX packets) 14,880,869
84:00.0 GPTC (Good TX packets) 14,880,505 GPRC (Good RX packets) 14,880,505
8a:00.1 GPTC (Good TX packets) 14,880,500 GPRC (Good RX packets) 14,880,488
8a:00.0 GPTC (Good TX packets) 14,880,513 GPRC (Good RX packets) 14,880,500
86:00.1 GPTC (Good TX packets) 14,880,818 GPRC (Good RX packets) 14,880,817
86:00.0 GPTC (Good TX packets) 14,880,816 GPRC (Good RX packets) 14,880,811
84:00.1 GPTC (Good TX packets) 14,880,476 GPRC (Good RX packets) 14,880,468
82:00.0 GPTC (Good TX packets) 14,880,538 GPRC (Good RX packets) 14,880,538
88:00.1 GPTC (Good TX packets) 14,880,852 GPRC (Good RX packets) 14,880,852
ﬁz:oo.l GPTC (Good TX packets) 14,880,527 GPRC (Good RX packets) 14,880,525
1 []I1]1]1]]1100.0%] 7 0 0.0%] 13 [111111]1100.0%] 19 [ 0.0%]
2 0 0.0%] 8 [ 0.7%] 14 [ 0.0%] 20 [ 0.0%]
30 0.0%] 9 [ 0.0%] 15 [ 0.0%] 21 [ 0.0%]
4 0 0.0%] 10 [ 0.0%] 16 [ 0.0%] 22 [ 0.0%]
5 0 0.0%] 11 [ 0.0%] 17 [ 0.0%] 23 [ 0.0%]
6 [| 0.7%] 12 [ 0.0%] 18 [ 0.0%] 24 [ 0.0%]
Mem[[||[II[1]I]] 8.24G/31.4G] Tasks: ) thr; running
Swpl 0K/0K] Load average: 1.94 1.30
Uptime:

9703

Fl
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0 339M 121060 3936 R 99.6 0.0 1:22.62 ./snabb packetblaster synth -S
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Lust for power
- Packetblaster

- Firehose

- Sidespy




Part 2: How



Luke gave you the why
(why driver heaven)



This part 1s about how
(how Snabb's drivers work)



This part just gives a flavor
of Implementation



Big picture: 1,485 LOC of Lua
code Is pretty high-level



LuaJIT - easy to understand +
abstractions with low cost



Receiving packets



Snabb driver is an app
(Like everything else)
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App = obj with some methods
new, push, pull



Let's consider pull (Rx)



Driver maintains ring buffer
NIC DMAS pkts to ring



RDH -

Driver sets base addr register
Maintains tail reg (RDT)

RDT -



RDH -

Driver sets base addr register
Maintains tail reg (RDT)

RDT -



How to access registers

self.r.RDT()

self.r.RDT(band(self.r.RDT() + 1, ring_size - 1))



Ring buffer representation



rxdesc_t = ffi.typeof([[
struct {
uint64_t address;
uintle_t length, cksum;
uint8_t status, errors;
uintle_t vlan;
+ __attribute__((packed))

11)

local buffer_size = sizeof(rxdesc_t) * ring_size
self.rxdesc = memory.dma_alloc(buffer_size)



function Driver:pull ()
self:sync_receive()

for 1 = 1, engine.pull_npackets do
if not self:can_receive() then break end
local pkt = self:receivel()

link.transmit(self.output.tx, pkt)
end

self:add_receive_buffers()
end



function Driver:receive()

local tail = self.r.RDT()

local len = self.rxdesc|[tail]
local p = self.rxpackets|[tail]
p.length = len

self.rxpackets|[tail] = nil
self.r.RDT(band(tail + 1, ring_size - 1))

return p
end



Recent & future work



RSS + VMDq support
Scales to multiple cores



Hash flows to distribute to
separate queues



DMA

RAM

Packet




Future: XL710 (40G) support?



[hanks!

https://github.com/snabbco/snabb
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