
Get hacked before you get hacked!

intigriti



What’s a bug bounty program

Quick summary



Skilled

creative

Up to date

flexible

Expensive L

ONE SECURITY EXPERT



“The Security guy”, 2018, unknown artist



1000 SECURITY EXPERTS

Skilled x 1000

creative x 1000

Up to date x 1000

flexible X 1000

Expensive L X 1000



Crowd sourced 
security model

solution



Bug bounty basics

Hey Facebook, 
I can hack you!

Cool, how?!
Don’t tell anyone!



Bug bounty basics

{ technical blah }

Wow that’s cool! We’ll fix it and 
here is € 1.000 reward!



Bug bounty basics

✓
win! 

✓
win! 



CONTINUOUS SECURITY TESTING

PRODUCTION ISSUES, NOT THEORETICAL

NO CURE, NO PAY

CUSTOMIZABLE TO YOUR NEEDS

TRIAGE AND HACKERS SUPPORTED BY AI 

MARKETPLACE FOR SECURITY SERVICES

[ intigriti ]



An initiative of the EUROPEAN UNION

EU-FOSSA



European

union

Free

open

Source

Software

auditing

EU -Fossa



Timing: 2015 - 2016

Inventory of Free open source software used at the 
European UNION

Public survey 

Formal code reviews on keepass and apache http 
server

EU-Fossa I



Positive reaction to initiative by EU institutions,
public and developer communities 

Code reviews were useful, but not seen as the only 
way forward

Should we just find bugs or fix them too?

Need to improve communication and cooperation 
with developer communities

Methodology works – continual development

EU-Fossa I results





Try different methods of addressing security of 
open source software used at the EU institutions 

Make investment into the security of open source 
software a permanent action of the EU ...

Run bug bounties, hackathons, create awareness

while improving open source software security!

* https://joinup.ec.europa.eu/collection/eu-fossa-2

EU-Fossa II*



Bug bounty with a € 1M budget 

Proposed by eu parliament members Julia reda,
marietje schaake and Max Andersson

15 programs are funded

Not only looking for vulnerabilities… there is a 20%
bonus for a fix if it is accepted by the community

EU -Fossa II



Bug bounty tender

4 companies submitted an 
offer

Intigriti won together in 
partnership with deloitte

approach



Keepass (25K)

Drupal (15K)

Glibc (10K)

Filezilla (5k)

Apache kafka (5K)

Notepad++ (5K)

Putty (5K)

Vlc (5K)

Flux tl (10K)

7-zip (15K)

Dss (5k)

Php symphony (15K)

tomcat (10K)

Wso2 (10K)

Midpoint (3k)

Project list



We’re Looking for security 
experts/developers willing to help!

We’d love 
your input!



www.intigriti.com - @intigriti - hello@intigriti.com

http://www.intigriti.com/
https://www.twitter.com/intigriti
mailto:hello@intigriti.com

