Open source in the quest for GDPR
compliance

by Cristina DeLisle, XWiki / Cryptpad
FOSDEM 2019




A few words about me @ XWiki
|

e DPO of XWiki SAS, Top
sponsoring company of:
o XWiki & Cryptpad: Open
Source projects
e Our privacy compliance
journey



Transversal impacts of the GDPR

e Legal and compliance e Tech: data breaches
governance: privacy handling, encryption
strategies, accountability, solutions, privacy by design &
lawfulness, policy making, default
auditing

e Data collection and
lifecycle: purpose limitation,
data minimization,
transparency




Areas of biggest fines so far
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Coerced consent from data
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The model of controllers & processors

e Controller: e Processor:

o company who determines o third party that processes it
the purpose and means of on a controller’s behalf
processing e Data processor agreement

(DPA)

o You can act as a controller
Data Processor
B

- & processor at the same

Data
Data Processor time, depending on how the

Processor personal data gets handled




Data controllers & processors

e 2012: Google Inc. as a
controller, under Directive

95/46/EC =

o ECJ on Google Sp & Google
Inc vs. Mr. Gonzales
e By 2016: Google received
347,533 separate requests to

remove aprox. 1.2 million CVR]A

websites



The OSS model

The OSS community e The “infrastructure
o Data subjects providers”
o Enforced rights on their o Controllers & Processors

personal data




llustrations of who’s who

o XWIKI OSS:
o Controller of hosting for
xwiki.org: XWiki SAS
o Processor: OVH

e Github (<3 OSS):
o Controller of the PD from your
free private user account
o Processor of your invoices




Lawful reasons for processing PD

e Compliance with the law e Contract
o legal obligation o with the data subject
e Legitimate interest e Consent:
o vs. the data subject’s o specific & informed
interests o affirmative action

o “careful assessment” o freely revocable



Contract

Your user name & email
address
o given in order to create
your Github account

Terms of Service
agreement with Github
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Legitimate interest

. Commits to the source Your Contributions
code of an OS project o e
o Name & email :

ooooooooooooooooooo

Longest Streak



Developer Certificate of Origin (Linux)

By making a contribution to
this project, | certify that: (...)

(d) I understand and agree that this
project and the contribution are public and
that a record of the contribution
(including all personal information |
submit with it, including my sign-off) is
maintained indefinitely and may be
redistributed consistent with this project or
the open source license(s) involved.




OSS & the GDPR

e Control of the
downloaded OSS: data to :
Cost Reduction
the people Quality Improvement

e Cloud computing hosting
company compliance
. . . No vendor lock-in, great flexibility
o Extraterritoriality of the eroad perspecive (more s n e code)

G D P R Collaboration approach gives better solutions- Community support

Why Open Source Software ( OSS)




OSS & the GDPR

e OSS governance is by default:
o Transparent
o Privacy oriented: for the
people, by the people
o Facilitating meritocracy

e OSS innovation & privacy

' o Decentralization

o Federation networks

o
2 ‘ o “Zero knowledge”
collaboration software



Cryptpad: Privacy by design & default

By design: technical and
organizational measures such as
encryption in place, to minimize
personal data processing
o “zero knowledge”
collaborative software

e By default: only process data that is
necessary, to an extent that is
necessary, as long as necessary.

o encrypted editors in the
Cloud




Feel free to contact me!

e cristina.rosu@xwiki.com
e (@cristina.r:matrix.org
e (@redchrision@mastodon.social
o XWiki FOSDEM 2019 stand



