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How secure is your 
build/server ?
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"Did you build the 
build you wanted?"
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"A story 
of Trust"



Nerd Alert
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Talk 
Scope 

Compression 
Algorithm
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delivery 
from src to prod
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no "scare" 
 tactics
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no hardware attacks
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no human 
attacks ...................       

@patrickdeboishttps://www.youtube.com/watch?v=w1bMEoUR6I4



no physical 
access 

bypasses
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Not 
about 

keys mgmt
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Not 
about 

hardening



focus on tampering+
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Promise Theory



• Secure boot 
• Certificate Authorities 
• Secure Password 

• Local & iCloud 
• TouchId 

• Encrypt Disk 
• Harden OS/Firewall 
• Install updates 

"Treat Laptops as  
Cattle not Pets"



Developers are  
the new librariansHom

ebrew
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Docker



TLS 
Chain of Trust



https://www.ssllabs.com/projects/ssl-threat-model/

https://www.ssllabs.com/projects/ssl-threat-model/
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https://developers.facebook.com/tools/ct/search/

https://developers.facebook.com/tools/ct/search/


CAA 
Record



Everything 
is a Freaking 
DNS Problem
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https://www.netmeister.org/blog/dnssec-dane.html

https://www.netmeister.org/blog/dnssec-dane.html


DEEP ..... SIGH



Pipe this

https://github.com/ellotheth/pipethis

https://github.com/ellotheth/pipethis

https://github.com/ellotheth/pipethis


Trust runtimes



https://github.com/docker/for-mac/issues/3800

https://github.com/docker/for-mac/issues/3800


Trust libraries 

@patrickdebois



https://snyk.io/blog/ten-npm-security-best-practices/

https://snyk.io/blog/ten-npm-security-best-practices/




Code/Dependencies 
Analysis





https://github.com/Homebrew/brew/issues/5852

HOMEBREW

https://github.com/Homebrew/brew/issues/5852


https://blog.npmjs.org/post/172999548390/new-pgp-machinery

https://blog.npmjs.org/post/172999548390/new-pgp-machinery


https://mikegerwitz.com/2012/05/a-git-horror-story-repository-integrity-with-signed-commits

https://mikegerwitz.com/2012/05/a-git-horror-story-repository-integrity-with-signed-commits






https://www.youtube.com/watch?v=Gag8RLgvEH4

https://www.youtube.com/watch?v=Gag8RLgvEH4


Docker 
Notary



Docker 
Notary



https://www.smashingmagazine.com/2019/04/understanding-subresource-integrity/

https://www.smashingmagazine.com/2019/04/understanding-subresource-integrity/
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* AS CODE



https://www.configapp.com/2018/01/09/configuration-file-validation-check/

https://www.configapp.com/2018/01/09/configuration-file-validation-check/


https://github.com/liamg/tfsec

https://github.com/liamg/tfsec


https://blog.jessfraz.com/post/docker-containers-on-the-desktop/

https://blog.jessfraz.com/post/docker-containers-on-the-desktop/


https://code.visualstudio.com/docs/remote/containers https://docs.fedoraproject.org/en-US/fedora-silverblue/toolbox/

https://code.visualstudio.com/docs/remote/containers


https://www.usenix.org/conference/enigma2020/presentation/helsby

https://www.qubes-os.org/intro/

https://www.usenix.org/conference/enigma2020/presentation/helsby
https://www.qubes-os.org/intro/


Servers + Desktop 
Cattle not Pets



https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf

https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf




How to trust  
SAAS ?





On Prem







Limit 
AWS keys 

by UserAgent





Reproducible builds





https://github.com/nodejs/build/issues/589

https://github.com/nodejs/build/issues/589


Repeatable Linux

https://www.youtube.com/watch?v=mhopx8J2Z8s

https://www.youtube.com/watch?v=mhopx8J2Z8s












Hermetic 
builds







https://github.com/vmware/tern#bom-for-docker-image

https://github.com/vmware/tern#bom-for-docker-image








Grapheas



Needs continuously 
monitoring



If it's hard 
do it  

more often
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"Building trust in a server is no 
different to a person. We grow 
trust through transparency and 

communication "
@chrisbuxton



Thank you 
for thinking 

with me

@patrickdebois


