MachO linker 1n 19

Linking in the era of Apple Silicon
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»> Hame is .Jakub

- Software engineer a
Microsoftt

> ZFig core team member



The agenda

»> MHWhat is linking anyway?

> HMeet MachO?

»> Apple Silicon hard requirements
> Incremental linking in £ig

-»> BOHUS: cross—compiling € 1o Apple Silicon with Fig



WHhat 1= 1linking anyway?



Traditional approach
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Traditional approach

1ibSustem -> cDI'I'lP.i.].-E"'.i.DI'I
[ ::: separate from

dylib 1link .i.ng
compile 1Link -> Source changes
\ | 2al==t - M1ache always lead to full
relinking
. F5 « O 2xHe

T > LLVHM—Tavoured



Fig's self-hosted approach

1libSystem

.dylib

. compile &

|
Source 1ink | MachO
files

. Z1g axe




Fig's self-hosted approach

_ > Compilation coupled
with linking

.dylib ) )
Htt > Incremental linking

means editing final

compile exe in—place
& link MachO
Source o > Shorter turnaround
Time

. EZig exe



Incremental linking

> DOnly in Debug mode
> Shorter compilation times

> HMeans guicker prototyping

> Write, compile, change, recompile...

> Larger artifacts

» Ho LTO



Meet Mach(O?



What i1is MachO??

»> HMachO, or Mach object fhle format
> Used by all Apple 0OS5es

> File structure is straightforward
> Ho up—to-—-date docs

> Incremental linking is diffhcult



> HMagic number

> Architecture
> File type Header

) ] Load commands
> Description of

segments in fhle Segment command 1
> HMapping into virtual Segment command 2
memo iy

Section data
> Actual data mapped

> Compiled machine
code Section data
> Stubs trampolines Section data

> Loader info




Mach header

> otool -h hello

hello:

Mach header
magic « e HAletype ncmds siFeofcmds flags

OxfeedfacT MH_EXECUTE 15 1256 MH_PIE



Segment command

> otool

hello:

—1v hello

Load command 1

cmd

cmds ize
segname
vmaddr
vmsizre
fileoff
filesize
maxprot
initprot
nsects

LC_SEGMENT_64
392

__TEXT

03¢ 100000000

O SEOO00

O

O SEOO00

Fur

=3

4



Segment command

> otool -1v hello

hello:
Load command 1
cmd LC_SEGMENT_64
cmdsize 392
segname __TEXT
vmaddr  Ox 100000000
vmsize Ox5S8000
fileoff O
filesize Ox5E000
maxprot (g 11314
initprot gt 14
nsects 4

Ox&E aligned

page aligned

page aligned

segment dependent



Segment command

> otool -1v hello

hello:
Load command 1
cmd LC_SEGMENT_64
cmdsize 392
segname __TEXT
vmaddr  Ox 100000000
vmsize Ox5S8000
fileoff O
filesize Ox5E000
maxprot (g 11314
initprot gt 14
nsects 4

Ox&E aligned

Qx4 000 aligned

OxxA3000 aligned

segment dependent

CARMG4

CARMG4



O0x 100001000 __________ (-

Section __ text
03100001000 adr =0, =
Ox 100001100 __________ Lo
There can be O—-padded
empty space between
sections within a
segment
Ox 1000565000 __________ Lo
Section _stubs

0x 100056004 br =16

O0x 100056100 L




O3 100001000 . )

__TEXT segment

Segments have

o be laid out
O3 100058000 — contiguously in

memory

__DATA_CONMNST segment

Ox 10005C0O000 . L



The __ _LITIHKEDIT segment

> otool

hello:

—1v hello

Load command 4

cmd

cmds ize
segname
vmaddr
vmsizre
fileoff
filesize
maxprot
initprot
nsects

LC_SEGMENT_64
T

——_LINKEDIT

O0x 100060000
Ox 4000

O

Ox 1082

s

——

O



The __ _LITIHKEDIT segment

> otool

hello:

—1v hello

Load command 4

cmd

cmds ize
segname
vmaddr
vmsizre
fileoff
filesize
maxprot
initprot
nsects

LC_SEGMENT_64

T2

—__LIHNKEDIT

0 100060000

O OO0 page aligned

O

0x 1082 not page aligned!
U

—

O no sections?!



_ _LIHMNKEDIT sections get
tTheir ouwn load commands



0x 100060000 ______________ .

Start of
—_LINKEDIT segment LC_DYLD_INFO_ONLY
* rebase info
* binding info
* lary binding info DPEDdES for the
% ex + inf loader “dyld”
PO info
Table of all LC SYMTAB
symbols: -
* locals, > % symbol table
* glubals, * string table
* externs
LC_DYSYMTAE Table of extern

o

# indirect symbol table E‘HthlE

AT the minimum, LC_CODE_SIGHATURE
hashes of the -
Pages * code signature




Apple S511icon hard
requiremaents



Binary has 1o be. ..

» Adhoc code signed
> A Position Independent Executable (PIE)»

> HMoved +to a new inode 1f modified i1n—-place



Adhoc code signature

> Structure embedded as the last __LIHKEDIT section
-» Pointed +o by LC_CODE_SIGHATURE load command

> Contains hashes of the entire binary

-» In Big endian aorder!?



Header

Magic: O0xFADEOCCO

CodeDirectory

Flags: CS5_ADHOC
HashTupe: SHAZS5G6
PageSirze: 0x4000 (ARMGI)

Hash

O0x0 — Oxd000

Hash

0xe0000 — Ox6041a

Each hash spans
exactly one page

Except the last
one



Since mac0D5 11, on Apple
Silicon, kernel caches
inodes



Kernel

Execute
OK

hello



Execute

hello

OK
Modify
in—-place

i Execute

hello
SIGKILL

Kernel



Incremental l1linking in
F10



Fig's self-hosted approach

_ > Compilation coupled
with linking

.dylib ) )
Htt > Incremental linking

means editing final

compile exe in—place
& link MachO
Source o > Shorter turnaround
Time

. EZig exe
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__tText

0x 100001038 (food: ...

__Figgot

0 100056560
0x 100056564 &

adr =0, -349480

ret x28




__tText

0x 100001038 (food:

49480 1= O0xD5528
fn foodl) void { hence
.-.'.'.--. L] L] L]
o 0100001038 ==
Ox 100056560 — O0x55528

e

__Figgot

0x 100056560 adr »0, -349480 D
0x 100056564 ret =28




Ox100001000: stp fp, 1r

export fn _start() void { 0x10000100C: b Ox100056560
foold:; 0x 100001010 mov 1r, 0O
0x100001014: blr 1lr



Ox100001000: stp fp, 1r

export fn _start() void { 0x10000100C: b Ox100056560
foold:; 0x 100001010 mov 1r, 0O
0x100001014: blr 1lr

__Figgot

0x 100056560 adr »0, -349480 D
0x 100056564 ret =28




Demo Timel



BOMUS: cross—compiling C
o Apple Silicon with £Aig



Thanks Tor waitching'!



HManna get 1n touch?

GitHub, Twitter: wlkubkon

Email: kubkonjakubkonka. com



