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FEAR THE MUTANTS.

LOVE THE MUTANTS.
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ENTER… OUR PROTAGONIST
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Henry
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WHO’S HEARD OF…
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…TESTING?
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…CODE COVERAGE?
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…MUTATION TESTING?
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MAINTENANCE
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DOCUMENTATION
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“Always code as if the guy who ends up 
maintaining your code will be a violent 
psychopath who knows where you live” 
— John F. Woods
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THE PROBLEM
Projects evolve, grow


Tests evolve, sometimes missed when refactoring

Test code often not monitored
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“How much of the source code of a program is 
executed when a test suite is run”


CODE COVERAGE
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EXAMPLE
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public Result submit(Proposal proposal, int openProposals, Instant deadline){

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}
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public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}


METHOD COVERAGE
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METHOD COVERAGE

TESTS:

public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}


testX: submit(proposal, 0, Instant.now().plusSeconds(999));
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STATEMENT COVERAGE
public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}


TESTS:
testX: submit(proposal, 0, Instant.now().plusSeconds(999));
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STATEMENT COVERAGE
public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}


TESTS:
testX: submit(proposal, 0, Instant.now().plusSeconds(999));

testY: submit(proposal, 5, Instant.now().plusSeconds(999));
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CONDITION COVERAGE

TESTS:
testX: submit(proposal, 0, Instant.now().plusSeconds(999));

testY: submit(proposal, 5, Instant.now().plusSeconds(999));


public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}
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CONDITION COVERAGE

TESTS:
testX: submit(proposal, 0, Instant.now().plusSeconds(999));

testY: submit(proposal, 5, Instant.now().plusSeconds(999));

testZ: submit(proposal, 0, Instant.now().minusSeconds(999));


public Result submit(Proposal proposal, int openProposals, Instant deadline) {

    if (openProposals >= 3 || Instant.now().isAfter(deadline)) {

        notificationService.notifySubmitFailed(proposal.getUserId());

        return new Failure("Not allowed to submit");

    }


    // Doing the actual submit

    return new Success();

}
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THE GOOD
Helps you write more/better tests

Easy/cheap to measure

Shows what you didn’t test


Shows that what you did test, didn’t crash 
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THE NOT-SO-GOOD
Can be misleading


Doesn’t guarantee test quality
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THE NOT-SO-GOOD
Can be misleading


Doesn’t guarantee test quality

@Test

public void shouldReturnSuccessOnValidSubmit() {

    proposalService.submit(randomProposal(), 0, tomorrow());

}
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GOODHART’S LAW
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“When a metric becomes 
a target, it ceases to be a 
good metric.”
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How do we know…

…if our tests are high quality?
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How can we understand…

…what our tests are really doing?
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How do we know…

…if our tests are trustworthy?
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“Who watches the 
watchers?”

- Juvenal, 100 AD, after a 4th glass of wine
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MUTATION TESTING
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Introduce faults in code

Run your test suite

If tests fail, good! 

Otherwise, bad!

A way to evaluate test quality
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Henry
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Production code The mutant 
Altered version of the 

production code

Mutator

STEP 1: GENERATING MUTANTS
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boolean isAllowedToApplyForDriversLicense(int age) {

  return age >= 17;

}

boolean isAllowedToApplyForDriversLicense(int age) {

  return age < 17;

}

CONDITIONAL LOGIC MUTATORS
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boolean isAllowedToApplyForDriversLicense(int age) {

  return age >= 17;

}

return age < 17; // negate conditional

return age > 17; // change conditional boundaries

return true; 		  // true returns

return false;		  // false returns

CONDITIONAL LOGIC MUTATORS
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REMOVING STATEMENT

MetaData addTimeStamp(MetaData metaData, Instant timestamp) {

  metaData.setPublished(timestamp);

  return metaData;

}

MetaData addTimeStamp(MetaData metaData, Instant timestamp) {

 return metaData;

}
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STEP 2: MUTATION ANALYSIS

+ Tests

❌ Mutant Undetected

✅ Mutant Exposed
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MUTATION TESTING FRAMEWORKS
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https://github.com/Vonage/vonage-python-sdk

https://github.com/Vonage/vonage-python-sdk
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pip install mutmut 


mutmut run
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Let’s look at some mutants!
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mutmut show

mutmut html
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mutmut show
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mutmut show 1
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mutmut html
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Mutmut 
Python mutation testing

PYTHON DEV?
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Pitest 
Mutation testing for Java

Stryker

Supports JavaScript, C#, Scala

MORE FRAMEWORKS, MORE LANGUAGES
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CODE WITH GOOD COVERAGE 
AND BAD MUTATION SCORE
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512/682 ~= 75%

Is this good?
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100% doesn’t make sense
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GETTING STARTED
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Start locally & start small


Tweak for performance:

- Exclude tests

- Exclude code
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RUNNING OFF YOUR MACHINE
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WHY?
Takes time

Use cloud resources

Specify platforms and versions
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EXAMPLE
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DOING THIS YOURSELF
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GitHub Actions
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OTHER CI CONCERNS
Manual vs. Automatic triggering?

Multiple versions

Should we run on push/PR?
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SHOULD I USE 
MUTATION TESTING?
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Are there lives at stake?

Are you building software for a rocket?


Is it a self driving car?
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Are you using code coverage?

What is the cost of fixing a bug?
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SUMMARY
Mutation testing tests your tests

Helps beat Goodhart’s Law

Start small

Run in a CI system for async reports

Mutants are valuable and wonderful

Don’t fear them, love them!


